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1	Decision/action requested
It is proposed to endorse credential data protection way forward in this contribution.
2	References
	[1]  3GPP SP-190581: “Reply LS on Nudr Sensitive Data Protection”
 	[2]  3GPP S3-191629: “LS on Reply LS on Nudr Sensitive Data Protection”
	[3]  3GPP TS33.501: “Security architecture and procedures for 5G system”
3	Rationale
In SA #84 plenary meeting, it was discussed about Nudr Sensitive Data Protection and have sent LS SP-190581[1] to SA2, SA3 and CT4. In this LS, SA3 is requested to consider:1) the storage of sensitive data such as authentication credentials in the UDR and 2) the transfer of such data over the Nudr interface and 3) a stateless UDM as per SA2 requirements.
In these requirements, stateless UDM implies that credential data shall not be stored in UDM. That means significant changing in TS33.501[3], thus a lot of new features should be introduced. However, Release 15 is frozen so none of new feature could be introduced. As a result, such requirement could not be fulfilled in Release 15.
Consideration 1: The requirement could not be fulfilled in Release 15. It should be solved in Release 16.

In release 16, following aspects should be considered to solve such issue:
1. As mentioned above, requirement 3) implies credential data shall not be stored in UDM. And requirement 1) indicates sensitive data should be stored in UDR. So credentical data should be stored in UDR. Requirement 2) request sensitive data transfer over Nudr interfaces, which implies credential should be transferred over open interfaces. However, as shown in S3-191629[2], SA3 has already pointed out that the credentials used by the ARPF for authentication are critical to the security of the 5G system and must be kept secure. It is because the ARPF may contain a secure environment such as an HSM (Hardware Security Module) which shall be dedicated for ARPF use only. It is very dangerous to transfer credential data over open interfaces. So it seems that such requirement could not be fulfilled.
2. But if we decouple ARPF with UDM and treat ARPF as UDR. It can fulfil requirement 1) and 3). However, UDR is function-less storage, which could not fulfil nature requirement of ARPF that key calculation. But if we treat ARPF as dedicated UDR which has special feature that generating authentication vector, then ARPF could keep its functionality as it is, i.e. storage credential data and calculating authentication vector. After generating authentication vector, ARPF could transfer such sensitive data (but not credential) over Nudr interface. Requirement 2) could be seen as fulfilled.
Consideration 2: ARPF can be decoupled with UDM.
Consideration 3: ARPF keeps its functionality as it is, i.e. storage credential data and calculating authentication vector.
3. In TS 33.501[3], section 6.1 defines primary authentication in 5G. In this section, EAP-AKA’ and 5G AKA solution are specified as standard procedure for authentication. In both solution, AUSF shall communicate with UDM/ARPF through Nudm interface. If ARPF is decoupled with UDM. Current authentication procedure could not work without updation. To solve this issue, current UDM terminology shall be replaced by ARPF. Nudm interface shall be updated with Narpf interface also, i.e. changing Nudm_UEAuthentication_Get request/response message to Narpf_UEAuthentication_Get request/response, and changing Nudm_UEAuthentication_ResultConfirmation to Narpf_UEAuthentication_ResultConfirmation.
Consideration 4: To change all UDM terminology in authentication section as ARPF terminology
Consideration 5: To change Nudm_UEAuthentication_Get request/response message to Narpf_UEAuthentication_Get request/response.
Consideration 6: To change Nudm_UEAuthentication_ResultConfirmation to Narpf_UEAuthentication_ResultConfirmation
4	Detailed proposal
It is requested to endorse the following proposal to solve this issue:
1. Not to solve it in Release 15. Solve it in Release 16. 
2. To decouple UDM and ARPF. 
a) To change all UDM terminology in authentication section as ARPF terminology
b) To change Nudm_UEAuthentication_Get request/response message to Narpf_UEAuthentication_Get request/response.
c) To change Nudm_UEAuthentication_ResultConfirmation to Narpf_UEAuthentication_ResultConfirmation
3. ARPF keeps its functionality as it is, i.e. storage credential data and calculating authentication vector.
****************** End of the third change ******************

